
Bug Bounty @ Deutsche Telekom AG

Please fill out, sign and return to: bugbounty@telekom.de

First and last name:

Street and house number:

Zip code and city:

Account holder:

IBAN:

BIC:

Name of the bank:

Name for inclusion in the Hall of Fame:

Hall of Fame profile URLs:

Responsible Disclosure Policy (RoE)

RoE Do’s:
• Keep vulnerability details confidential
• Publish vulnerabilities only after our explicit approval
• Only scan systems that are within the scope of the program
• If you discover personal data as part of your investigation, stop the attack immediately, delete the 

transferred personal data, and contact the Bug Bounty team 
• If you are unsure, contact the Bug Bounty team

RoE Dont’s
• Do not scan systems that are out of scope
• Do not limit the availability of the systems
• Do not spy, modify, download, delete or share data
• Do not carry out social engineering attacks
• Do not attempt to gain physical access to Deutsche Telekom AG's infrastructure or data centers
• Do not violate applicable law
• Do not attack third-party systems

The participant is responsible for the proper taxation of the bounty received.

I hereby accept the Responsible Disclosure Policy. In the event of a violation, Deutsche Telekom AG may 
reclaim the bounty previously paid out.

_________________________________________
Date, signature
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